New outsourcing rules —

time to act!

Webinar on 21 June 2022
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Hello and welcome!

Let’s enjoy an interactive session

Q&A - please send your questions to the panelists
You can access the Q&A section by clicking on the 3 dots
Q&A button in the toolbar at the bottom of you screen.

Chat - should you have technical issues, please write

@ us in the chat
You can access the chat section by clicking on the icon in
the toolbar at the bottom of your screen.



]
arendt
| ]
The speakers
Glenn Meyer £ Astrid Wagner
i L= 1
Partner \:-; ’ Partner
Arendt & Medernach | Arendt & Medernach

Marc Mouton Nicolas Deldime

Partner
Arendt Regulatory & Consulting

Partner
Arendt & Medernach

Emmanuelle Mousel

Partner
Arendt & Medernach

arendt.com 3



Introduction

arendt.com




]

arendt
||

CSSF Circular 22/806 on outsourcing arrangements

Applicable from

-

J

Existing outsourcing
arrangements up to date

arendt.com 5




|

arendt

L

|. Definition
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ll. What is outsourcing?




Outsourcing of critical or

important functions or activities
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lll. Outsourcing of critical or important functions or |arendc

activities (1) Y
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« —  Second line of defence

L

1 ?-l %

« Regulatory authorisation
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lll. Outsourcing of critical or important functions or arende
activities (2)
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WHAT to notify?

New arrangements

Existing arrangements

Changes to existing
arrangements
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Outsourcing process & governance
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IV. Outsourcing process — key phases

outsZLel:cing Contractual Ongoing Termination/
analysis phase monitoring Transfer

»

CSSF

notification

Documentation is key
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V. Governance framework

w
v (‘\ Oversight Q
(@ v
v J 'ul_ Outsourcing register

Holistic risk
management
framework

Governance

Required also for intra-
group outsourcing

Fa

Conflicts, BCPs,

Outsourcing polic Internal audit, exit plan
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Contractual documentation
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VI. Contractual documentation

Key clauses:
Audit rights

Monitoring
Reporting
SLA/KPIs

Termination
& transfer

Change
managemen
t & data
access

Confidentiality

Rights &

& data igati
processing & 0(.? ||gat|c_>ns,
_ overning
ownership & law. fees
location ’

Prohibited clauses Sub-

outsourcing

Sub-outsourcing
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Investment Funds Managers

arendt.com




|

arendt

L

VIl. Rules for Investment Funds Managers

] . Yes
Is it outsourcing?

\ 4

ls it Business ves
outsourcing? CSSF 18/698 Delegation rules
I
I No
¥
Is it ICT ves | | o
outsourcing? CSSF 22/806 (compliance with the entire circular)

Part |- General outsourcing requirements

Part Il — Additional provisions for ICT outsourcings

if > m) Chapter 1 — non-cloud ICT outsourcings

if m) Chapter 2 — cloud ICT outsourcings
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General requirements

. + additional conditions for
Pre-outsourcing ICT system management/
Analysis operations

+ additional requirements if
outsourcing of
Resources Operation

+ additional clauses
A (change naotification, EU A
law, EEA redundancy)

.~ Contract

Notification
CSSF

| Reéord
~_keeping

r\\\ .

‘ Oversight A If critical or important

Exit
Strategy
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IX. Data protection (1) *
. Data processing }
[ Outsourcing }IZDZI[ Personal data } [> [ agreement
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IX. Data protection (2)

Transfer of personal data to entities
outside the EEA

EU Commission
[ No adequicy status A} [ adequacy decision J

& CJEU Schrems Il ruling (7/2020) :  Appropriate safeguards (e,g. SCC)

Cm

Supplementary measures

edpb m

I

Privacy Shield 2.0
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Partner
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Marc.mouton@arendt.com Nicolas.deldime@arendt.com
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Partner
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Listen to Arendt Podcasts and install the Arendt Insights App to never miss a beat with the
latest legal, tax and business developments in Luxembourg.

Arendt Podcasts

Stay tuned with our experts

@9

‘ B OU expertise at your fingertios s
LS into our new features.

Important Notice and Disclaimer: Whilst a best efforts approach has been taken to ensure the accuracy of the information provided in this presentation, as at the date thereof, this
information is only designed to provide with summarised, and therefore non complete, information regarding the topics covered. As such, this presentation does not constitute legal
advice, it does not substitute for the consultation with legal counsel required prior to any undertakings and it should not be understood as investment guidelines. If you would like to
receive a legal advice on any of the issues raised in this presentation, please contact us.
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